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ABSTRACT: This paper presents a methodology for knowledge survey and modeling. The methodology aims to make an expert system
for fault diagnosis and solution. The methodology comprises a plant system definition, information and knowledge sources, and knowledge
models. This is done to guide the operators’ behavior and the plant personnel in contingency situations.
KEYWORDS: fault clearing, fault diagnosis, knowledge modeling, expert systems, Petri nets.
RESUMEN: Se presenta una metodología para el levantamiento y modelado del conocimiento con el fin de realizar un sistema experto para el
diagnóstico y despeje de fallas. Esta consta de la definición de los sistemas de la planta, las fuentes de información y conocimiento, y finalmente los
modelos del conocimiento. Todo con el fin de guiar el comportamiento de los operadores y el personal de la planta en situaciones de contingencia.
PALABRAS CLAVE: Despeje de fallas, diagnóstico de fallas, modelamiento del conocimiento, sistemas expertos, redes de Petri.

1. INTRODUCTION
In highly complex systems, due to their scope or the many
signals required to control and supervise the processes
that the systems perform, faults that cause the plant to
operate in a degraded state or force it to shut down are
common. If the necessary knowledge were available
in an organized and timely manner, the operating and
maintenance personnel could quickly and safely solve the
problem, avoiding penalties and other inconveniences for
the company, including machine shut downs or damages
that could have been prevented with timely intervention.
A tool is thus necessary that gives the personnel at these
plants access to a guide for diagnosing and restoring
faults that can be treated quickly.
This problem is solved by implementing an expert
system for fault diagnosis, in which the plant’s personnel

could change the rules as new knowledge is acquired or
equipment is replaced. To make an expert system, it is
necessary to create a knowledge collecting and modeling
process, which is used in an inference engine.
This knowledge collection and modeling process is the
objective of this article, which presents a methodology
based on Petri nets that allows knowledge modeling
for diagnosing and solution of faults. This methodology
arises from the experience obtained creating the
diagnostic system for the El Paraíso hydraulic power
plant owned by EMGESA S.A. E.S.P.
This work first shows the theoretical framework that
shows the rationale for creating the proposed expert
system. Marked Petri nets, which are the formal
modeling tools considered, are then presented. Next,
the methodology is presented with model examples.
And finally, a validation case is presented.
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2. THEORETICAL FRAMEWORK
According to Peña [1] expert systems (ES), also called
knowledge-based systems, are used to replace tasks
that only expert personnel could previously perform. A
previous study from Uraikul [2] indicates that the expert
systems are software systems that can capture human
experience to provide support for decision-making or
for recording using a symbolic representation, such as
graphs, neural networks, rules, among others [3]. The
most common expert system application in control
processes is for fault diagnosis.
Mora [4] affirms that when handling knowledge-based
systems, it is important to exploit all possible information
sources, as they can have errors or inconsistencies. Using
the available models is thus recommended rather than
creating a system completely based on knowledge.
In the electric power system, the decisions made in
contingencies are based not only on the plant manuals
and drawings but also on the experiences of the people
in charge taken into account. In other study Feng [5]
suggests that diagnosing faults in power systems can
be resolved using knowledge-based systems or ES.
Angeli [6] affirms that expert systems have great
relevance in fault diagnosis because they can simulate
human reasoning when handling a problem and can
solve problems using heuristic rules.
It is necessary to consider that errors are inherently
human according to Reason [7]. From the human
perspective, unsafe actions occur for two reasons: errors
and procedural violations. To reduce these errors, the
natural thing is thus to reduce the variability in human
behavior. Starting from the perspective that human
conditions (e.g., negligence, forgetfulness, lack of
knowledge) cannot be changed, however, it is possible
to change the conditions under which humans work.
The above, added to the necessity of solving the present
problem in the plant as quickly as possible during
contingencies, promotes implementing expert systems
that help guide and supervise the safe solution of faults.
This work presents a methodology for creating
knowledge and modeling based on Petri nets to build
an application that serves as a guide for operators of
large production plants.

In this proposal, Petri nets (PNs) are used as modeling
tools that are the most complete knowledge modeling
tools according to Tavana [8] and Chaudhury [9]. Other
tools like knowledge trees do not allow modeling the
dynamic characteristics of sequential systems, conflicts,
concurrences, synchronisms, or place fusions. PNs can
also be used as a single tool to host the knowledge base
and inference engine, facilitating their validation and
any required changes.
3. MARKED PETRI NETS
The tasks that the maintenance and operation personnel
perform in a plant can be seen as a set of discrete event
systems (DES). PN systems, which are mathematical
and graphical tools that allow us to model, simulate, and
control discrete events, are thus used. The PNs represent
a modeling tool independent of any technology and are
clear, easy to use, and unambiguous according to Silva [10]
A PN can be presented as a tuple with the form
R = 〈P, T, F, W, M0 〉, Where:
• 𝑃𝑃 = {𝑝𝑝1 , 𝑝𝑝2 , … , 𝑝𝑝𝑛𝑛 }, 𝑛𝑛 > 0. Set of system places.
• 𝑇𝑇 = {𝑡𝑡1 , 𝑡𝑡2 , … , 𝑡𝑡𝑚𝑚 }, 𝑚𝑚 > 0. Set of all transitions.
• 𝐹𝐹 = (𝑃𝑃 × 𝑇𝑇) ∪ (𝑇𝑇 × 𝑃𝑃). Set of arcs.
• 𝑊𝑊: 𝐹𝐹 → {ℕ ∪ 0}. Function of weight of arcs.

• 𝑀𝑀0 : 𝑃𝑃 → {ℕ ∪ 0}. Function of initial marking. In
addition, 𝑀𝑀(𝑝𝑝𝑖𝑖 ) represents the number of tokens in
place. 𝑝𝑝𝑖𝑖 ..

The evolution (dynamic behavior) of an independent
PN depends on the transition enabling. A transition 𝑡𝑡
is enabled, i.e., it can be fired, if before 𝑡𝑡 :

𝑀𝑀(𝑝𝑝𝑖𝑖 ) ≥ 𝑎𝑎(𝑝𝑝𝑖𝑖 , 𝑡𝑡), ∀𝑝𝑝𝑖𝑖

		

(1)

Where, 𝑎𝑎�𝑝𝑝𝑖𝑖 , 𝑡𝑡𝑗𝑗 � represents weight of arc from 𝑝𝑝𝑖𝑖
to 𝑡𝑡𝑗𝑗 .

Marking after firing transition 𝑡𝑡𝑗𝑗 is determined by
the equation:

𝑀𝑀𝑘𝑘+1 = 𝑀𝑀𝑘𝑘 + 𝐹𝐹 (𝑗𝑗 )

		

(13)

Where:

𝑘𝑘 = {0,1,2, … , 𝑞𝑞}, It is the step in the evolution of
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+
system. And 𝑞𝑞 ∈ ℤ .

𝑀𝑀𝑘𝑘 , Evolution of marking in step k
𝐹𝐹 (𝑗𝑗 ) , Column j of set F.

4. METHODOLOGY

To create an ES in a plant with all kinds of personnel,
including some with experience, others with less
experience, personnel with different types of knowledge,
some who are reluctant towards automation, and all with
little time, it is necessary to organize the work using a
methodology that drives the project to completion.
We next present the methodology to generate an
expert system for fault diagnosis and reducing human
diagnostic errors. This has been implemented to create
an ES for the company EMGESA S.A. ESP and helped
the fault diagnosis process in a hydroelectric power
plant. The steps discussed include the following: define
the system, understand the system, define information
sources, define knowledge sources, plan and perform
interviews of multiple system users and controllers,
contrast the knowledge with information sources, and
knowledge modeling, as shown in fig. 1.

with the critical systems. If such an analysis is not
available, the plant experts’ judgment should be used
because it is important to first aim for the system with
the greatest impact.
A clear and complete division is important because
the knowledge model clarity depends on clear system
delimitations.
4.1. Understand the system
To intervene, it is necessary to have a vast knowledge of
the system in question. This includes the function of the
system within the production plant and the components
and their functions. It is also necessary to clarify the
principles that determine their behavior.
Part of the knowledge can be from the statistics about fault
causes and the elements with more susceptibility to wear.
The ones with the highest failure rates are those for which
the ES should specialize and for which the operation and
maintenance personnel should receive additional training.
4.2. Define information Sources
The information sources are software, measurement,
control and protection equipment, and other digital
resources that can help make real-time decisions.
These can include monitoring systems, event logs,
protection systems, and supervisory systems. To
include these systems, it is necessary to verify that they
are trustworthy and instrumentable.
4.3. Define knowledge sources
The knowledge sources are people or documents that
can be used to create the knowledge base.
Starting from the knowledge sources, the process PNs
should be created. It is thus important to have enough
knowledge sources to be able to contrast the data.
The sources can include process engineers, operators,
maintenance personnel, and procedure manuals.

Figure 1. Methodology blocks

4.4. Plan and perform interviews with multiple
system users and controllers

If the plant is already divided into systems when a
severity analysis is performed, it is possible to begin

Knowledge from the plant personnel is distributed
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among multiple people, i.e., the operation personnel
have global and sequential knowledge. They know
when the equipment can start functioning. In these
interviews, one must be balanced; although the users
and controllers coexist with the plant, they can also
lack knowledge about transient states. When these
interviews are developed, one should end up with a
basic knowledge of the system being examined. The
purpose is to obtain a basic group of failure modes.
Knowledge that is more specific exists; the technical
maintenance personnel own this knowledge. There
should be two restrictions to the information provided
in these interviews. First, due to the technical
maintenance personnel knowledge, they may perform
non-standard operations, e.g., leaving equipment
unprotected. Second, these personnel have generally
spent a long time in the plant, so their knowledge is
based on experience. Also it can be difficult for them
to give up valuable information. With the information
obtained from these interviews, the information
already possessed should be specialized and filtered.
The number of failure modes should increase, and the
solutions to each failure mode should expand.
The plant engineers also possess knowledge. This
knowledge is not specific but rather more analytical, as
they are more likely to consult manuals and plans. It is thus
necessary to compare the information previously obtained
to the reality at the plant. This is the last group of interviews,
and they should provide full knowledge of the plant and
failure modes as well as the solution for each mode.
4.5. Contrasting knowledge and information sources
At this moment, a lot of information on the failure modes
and their solution is available, though there can always be
contradictions between multiple knowledge sources. It is
thus necessary to go to manuals, plans, and maintenance
plans where different resolutions can be found.
4.6. Knowledge modeling
With clear information, the knowledge should be
systematized as Tecuci [11] and Queck [12] say. This
work is based on the PNs described above because
fault diagnosis and its clearing during the operation are
sequences of discrete events. This topic is elaborated
below. This is the last step and becomes the source

material for the computing tool that reads the nets and
guides the personnel to clear the fault in the system.
5. KNOWLEDGE MODELING
As mentioned in the theoretical framework, a PN is the
most complete knowledge modeling tool and is thus
used in this work.
The PN-Editor has been designed to work with PNs
and give the flexibility needed so future experts can
modify or add rules to models [13].
PN places contain elements of user or information
source interactions: there are messages to the users,
buttons that the tool has, signals to be acquired, and
diagnosis results. At the same time, the transition marks
the evolution of the net using the markings in the places.
The arc thus shows the information flux between the
different steps and actors in the diagnosis.
For model clarity and to facilitate the automation process, it
is necessary to label places because they can have multiple
interpretations. The labels seek to represent the element
with which each place interacts, as in Table 1.
Table 1. Labels for representing interactions
Name
Show

LABEL
M

Silent

S
Signal

Se
Button

B
Inform

I
Fault

INTERACTION
With the environment
With an Information
System (IS)
With the environment
With the operator
With the environment

F

With the environment
and an IS

C

With the environment
and an IS

Conclusion
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The nets of the models should start from the most
general and progress to the most specific. In the
diagnostic process in the hydroelectric plant, the trigger
of the fault model is a signal from the fault announcer,
which aggregates many faults. With the help of the
event logger and other instrumented signals, it also
investigates the problem until it detects the fault.
A diagnosis path case of a stator and a transformer
in a hydropower plant is shown in Fig. 2. The place
descriptions are found in Table 2.
This is the knowledge model for identifying if a
fault was caused by: an internal damage to the power
transformer, or a single phase ground fault. These
represent only a few alternatives within this failure
mode, and all options are not presented for purposes
of illustration and good understanding of the model.

able 2. Place descriptions of the example

Place
NormalO.
T.Stop
86GT
64G
87GT
R.Idiff87GT
Idiff=0
R.I0&I2
I2=I0
S.G.F
Idiff≠0
R.Idiff.87G
XFMR.F

Description
Machine Works according to plan.
Total Stop due to a fault.
Lockout relay tripping due to
generator-transformer protection.
Generator ground relay tripping.
Differential
protective
relay
tripping due to generatortransformer group fault.
Review differential current that
had tripped 87GT relay.
Differential current is zero.
Review sequence currents.
Negative and zero sequences have
the same magnitude.
Stator Single phase ground fault.
Differential current is different to
zero.
Review differential current in
generator differential relay.
Fault is in transformer.

In some cases, it is not possible to have instrumentation.
Buttons are used in such cases to allow the possibility
of a user deciding the route. Fig. 3 shows this example,
in which the Verify tension is presented at the Show
place, and the user must report what was found.

Figure 2. Fault modeling example for a hydropower plant

Figura 3. Button and Show examples
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6. VALIDATION CASE
This methodology was applied in a plant from company
EMGESA, and the validation test and the results are
presented below.
6.1. Validation test
Models for different functional faults were made. These
were added to software that was developed in the same
context of this methodology, as presented by Arboleda
and others in [14].
The software is called SIDIF (from the Spanish
“Software de diagnóstico de fallas”). It works like
the knowledge engine and graphical interface with
operator. Its functions are shown in Fig. 4.
Figure 5. Outline for validation

Three tests were designed in which the fault had
to been found and isolated by the operation group.
Each test was more complicated than the previous.
The experiment was accomplished under controlled
conditions of locked rotor to avoid emergency stop due
to induced signals. The operation group were given the
entire tools and conditions they would have in case of
a contingency.
Figure 4. Structure for fault diagnosis software

Then, using SIDIF a methodology validation plan was
structured, in which it was necessary to simulate fault
conditions in power plant. For it two tools were used.
The first was the induction of fault signals from the
fault source, i.e. if fault signal is from a relay; output
contacts are shorted to simulate the short. The second
was by connecting an OPC which could simulate the
system signals that for reasons of safety and operation
of the plant, it was not possible to induce. The outline
of this assembly is the one shown in Fig. 5.
SIDIF and the methodology were tested by means of
contrasting fault diagnosis results with and without
system. Metrics that were proposed were: Completion
time and accurate diagnosis (yes/no).

6.2. Results
Test results without SIDIF are presented in Table 3and
Table 4 corresponds to the other case.
Table 3. Test results without SIDIF

Test 1
Test 2
Test 3

Completion
time
10
7
9

A c c u r a t e
diagnosis
Yes
No
No

Table 4. Test results with SIDIF

Test 1
Test 2
Test 3

Completion
time
15
20
22

Accurate
diagnosis
Yes
Yes
Yes
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Considering progressive complexity level between
tests, the results can be interpreted as follows:

it can also be used for any other need that occurs in the
company, e.g., a plant procedure guide.

• In the development of fault diagnostics which
require basic knowledge, usage of the knowledge
model is unnecessary as the personnel has the
required capacity for finding the fault cause quickly.
The time difference between the two tests scenarios
are due to delays implicit in using a software tool.

8. ACKNOWLEDGEMENTS

• As tests increase in complexity, operator knowledge
begins to be insufficient to resolve the contingencies.
It is in these cases where the use of the tool that
interprets knowledge models is important to get the
right analysis and fault diagnosis.
7. CONCLUSIONS
This paper presents a methodology to obtain models
of an expert system for diagnosing faults using Petri
nets. Using Petri nets allows one to have a single tool
for the knowledge base and inference engine.
For finding fault causes, the methodology is based on
deterministic rules. For this reason, emphasis is placed
on making a complete survey of all branches within the
fault modes in order to not cause uncertainties in the
diagnosis process. A future work may be the inclusion
of indeterministic tools such as stochastic Petri nets and
fuzzy logic in order to cover the branches not taken into
account during the process of obtaining knowledge.
The implementation of a system such SIDIF, that is
based on the methodology presented in this paper,
implies an improvement in the personnel capability
to react to failures, giving flexibility and accuracy in
decision-making in high pressure moments.
In the search for references in the development of the
work, information was found on modeling tools and
their possibility of use for fault diagnosis. However,
there were no developments found such as the one
presented in this paper.
When knowledge is available for diagnosing faults
and modeled using a formal tool like Petri nets, the
fear that people in an organization will leave and
take their knowledge with them can be reduced. This
methodology can be used for topics like diagnosis, but
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National University of Colombia – Medellin Campus,
in the framework of the research project “Automatic
diagnosis of faults in EMGESA’s hydroelectric power
plants”, a project financed by COLCIENCIAS. We thank
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