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Abstract 
This paper details the design and implementation of a simultaneous dual true random numbers generator using only one laser and a digital 
signal processing system with a DE0 Nano FPGA. We implemented the random generator in such a way that a vacuum optical field will 
exist in our system. Taking advantage of the inherently random nature of the field, simultaneously quadrature components are measured in 
order to generate a truly random voltage signal. Also, we used a dynamical system of statistical analysis to eliminate any residual component 
of direct current on output voltage signal due to an (unavoidable) optical power imbalance in the optical system that was implemented. 
Finally, were measured the parameters of the auto-correlation and bias probability with values of 0.00010, 0002, respectively, which means 
that our system can be considered as a true random sequence generator capable of producing two sequences in an independent manner with 
a bit rate of up to 25 MHz. 
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Generador dual simultáneo de números verdaderamente aleatorios 
 

Resumen 
Se presenta el diseño e implementación de un generador dual simultáneo de números verdaderamente aleatorios usando solamente un láser 
y un sistema de procesamiento digital de señales con FPGA Nano DE0. Implementamos el generador aleatorio de manera que exista un 
campo óptico de vacío en el sistema; aprovechando la naturaleza inherentemente aleatoria del campo, se miden simultáneamente sus 
componentes en cuadratura para generar una señal de voltaje verdaderamente aleatoria. Usamos un sistema dinámico de análisis estadístico 
cuyo objetivo es eliminar cualquier componente residual de corriente continua en la señal de voltaje, ocasionado por un (inevitable) 
desequilibrio de potencia óptica en el sistema óptico implementado. Se obtuvieron valores de los parámetros de la auto-correlación y el 
offset de probabilidad de 0,0001 y 0,0002, respectivamente, concluyendo que el sistema puede ser considerado como un verdadero 
generador de dos secuencias independientes aleatorias a una velocidad de transmisión de hasta 25 MHz. 
 
Palabras clave: secuencias aleatorias; estados del vacío; ruido cuántico. 

 
 
 

1.  Introduction 
 
Currently, it is very useful to have systems capable of 

generating random signals and random numbers for diverse 
fields of knowledge. There are numerous applications that 
require a Random Number Generator (RNG), such as 
cryptographic systems, wireless communication simulations, 
sweepstakes, statistical simulations, etc. Usually, the RNG 
systems require the configuration of a computer system (or 
digital control systems) to generate a final “random” digital 
sequence based on a complex mathematical function [1-4], 
like those used in various programming languages such as 

Java, PHP, Matlab, etc. Formally, these kinds of generators 
are called Pseudo Random Number Generators (PRNG) 
because they do not produce completely random sequences. 
Other generators are called True Random Number 
Generators (TRNG), also known as Hardware Random 
Number Generators (HRNG), which use a natural noisy 
signal that exists on the same system or may come from other 
systems as the noise is obtained from a particular electronic 
device (hardware) such as resistor, Zener diode, avalanche 
diode, etc. These generators use various noises present in the 
systems in order to obtain random sequences and random 
numbers. Another version of the same RNG systems is called 
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Free Running Oscillator Random Number Generator (FRO-
RNG), in which a random oscillatory signal serves as a 
source of truly random continuous values from which a final 
random binary signal will be obtained. Furthermore, there are 
also systems that generate truly random numbers by means 
of quantum noise and/or using the phase measurement of an 
optical signal; these systems fall into the following categories 
TRNG, PRNG- RNG and FRO-RNG [5]. However, there are 
some important considerations that must be taken into 
account in the generators mentioned above, for example the 
systems that use the Johnson noise as an excitation source are 
affected by temperature changes; different temperature 
values produce noisy signals with different amplitudes, 
therefore an accurate temperature control is required. In the 
case of the optical systems used to generate random 
sequences and signals, a control system for the optical 
intensity (i.e. the number of photons per observation time) is 
required as this information will be used in the photoreceiver 
stage [6-9]. If the optical intensity is not controlled it would 
be required to design and implement other schemes on the 
photoreceiver side in order to be able to work with a different 
number of photons. Furthermore, commonly in the TRNG 
systems only one sequence is generated; therefore, if two or 
more different random sequences are required, it is necessary 
to choose one or more of the following options: 

a) The more obvious alternative (and maybe the more 
expensive one) is to use two or more (as required) 
independent TRNG systems. 

b) Use an electronic demultiplexer (DEMUX) in 
combination with one TRNG system to generate as 
many sequences as desired; however, there is a trade-
off between the rate and the number of sequences to 
be generated.  

c) Obtain the data from a randomized single input stream 
and store them in a large memory. After this a digital 
system should be used, such as a high speed FPGA 
(Field Programmable Gate Array), in order to 
generate as many independent random sequences, 
which are required through the different available 
ports on the FPGA. Obviously, the number of possible 
sequences generated will depend on the number of 
available ports and on the processing speed on the 
FPGA. 

When optical systems are used in order to generate 
random sequences by means of their respective optical 
noises (such as the phase noise, the amplitude noise and/or 
the quantum noise), in combination with the optical 
coherent detection (specifically, the Balanced Homodyne 
Detection (BHD)), the optical power balance on the 
different paths of the BHD system is very important 
(although usually hard to get). This is because an 
inappropriate optical power balance may produce a 
saturation of its output signal. It is also necessary to control 
the DC component of the output voltage signal. In some 
cases, such control is undertaken by means of a capacitor, 
although this technique may produce a slight distortion over 
the output signal [10]. It is important to mention that the 
obvious way of detecting quantum noise is to directly input 
the light in a single photodetector and then to analyze the 
resulting photocurrent using an electronic spectrum 

analyzer. However, there are limitations such as electronic 
noise, AC response, efficiencies, power saturation, and 
saturation of the amplifiers etc. [11]. Because of this we 
have chosen an alternative: a simultaneous dual true random 
numbers generator based on the use of the simultaneous 
detection of the optical vacuum state quadratures that uses 
balanced homodyne detection. This technique takes 
advantage of the random nature of the vacuum fluctuations, 
and at the same time avoids and/or reduces the limitations 
previously mentioned. The complete system that is 
described in this paper has a dynamic statistical analysis 
system implemented in a FPGA DE0 Nano in order to 
control the DC component that appears because of a (hard 
to avoid in the practice) inadequate optical power balance. 
It should be noted that some preliminary results of this 
hybrid technique in the context of quantum cryptography 
systems with continuous variables (CV-QKD) has been 
previously reported on [15]; however, in the present paper we 
additionally present a detailed mathematical description of its 
operation as well as more general and conclusive results. 

 
2.  Generator implemented 

 
The generator that was used consists of two fundamental 

stages: the optical subsystem and the digital signal processing 
subsystem that will be described below in more detail.  

 
2.1.  Optical subsystem 

 
The generator that was used is shown in Fig. 1a) and 1b). 

It consists of a laser source and neutral density filters (F1) to 
adjust the variance of the detected quantum noise using shot 
noise units (because these units give us information about the 
quantum noise of the optical state) and to work in an optical 
power range acceptable for the BHDs. The laser produces an 
optical coherent state  |ۧߙ  that is described by the following 
equation: 

 
ۧߙ| ൌ  ሻ|0ۧ     (1)ߙሺܦ
 
where |0ۧ represents the vacuum state and ܦሺߙሻ the 

displacement operator in order to generate the coherent state 
from the vacuum state. Roughly speaking, the vacuum state 
has a probability function that is described by the equation: 

 

|0ۧ 	⟹ ܹሺݍ, ሻ ൌ
ଵ

గ
݁൫ିబ

మିబ
మ൯  (2) 

 
where ܹሺݍ,  ሻ represents the Wigner function of the

vacuum state in both quadrature components ݍ and . 
Therefore, the probability function of the coherent state is:  

 

ۧߙ| 	⟹ ܹሺݍ, ሻ ൌ
ଵ

గ
݁൫ିሺିబሻ

మିሺିబሻమ൯  (3) 
 
where ݍ and  gives the average value of the number of 

photons. ݊ ൌ ඥݍଶ   ଶ The optical power beam splitter 50/50
(BS1) is then used to produce the two signals (4) and (5) from 
which the two truly independent random binary sequences are 
generated. 
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ଵۧߙ| 	⟹ ܹሺݍଵ, ଵሻ ൌ
ଵ

గ√ଶ
݁൫ିሺభିబሻ

మିሺభିబሻమ൯  (4) 

 

ଶۧߙ| 	⟹ ܹሺݍଶ, ଶሻ ൌ
ଵ

గ√ଶ
݁൫ିሺమିబሻ

మିሺమିబሻమ൯		(5) 

 
Then the beam splitters (BS2 50/50) and (BS3 50/50) 

produce two optical signals "balanced", due to the different 
optical path (fiber length) and optical devices; by adjusting a 
variable attenuator in one of the optical paths improves optical 
balance.  In this way the marginal distribution functions (6) and 
(7) are obtained in each quadrature component: 

 

ܹሺݍሻߙ	
ଵ

ଶగ
݁ሺିబ

మሻ     (6) 
 

ܹሺሻߙ	
ଵ

ଶగ
݁ሺିబ

మሻ     (7) 

 
Thus, the BHD1 and BHD2 generate two electrical output 

signals (8) and (9) that represent the quantum noise of the 
vacuum state in both quadrature components due to the 
unused port of the beam splitters according to the ܳ function 
of the optical quantum state [12]. 

 

ܳሺݍሻߙ	
ଵ

ଶగ
݁ሺି

బ
మ

మ
ሻ    (8) 

 

 
a) 

 
b) 

Figure 1. DUAL TRNG implemented, a) block diagram with F: neutral 
density filters, BS: beam splitter, BHD: Balanced Homodyne Detector, G: 
Electrical Amplifier, A/D: Analog-to-Digital Converter, S.A: Statistical 
Analysis, C: Digital comparator, FF.D: Flip flop D, R.S: Random sequence, 
b) Photo of the electronic subsystem of the overall system 
Source: The authors. 

ܳሺሻߙ	
ଵ

ଶగ
݁ሺି

బ
మ

మ
ሻ    (9) 

 
These electrical fluctuations are truly random and its 

bandwidth is determined by the BHDs bandwidth (5MHz for 
the BHDs used). Therefore, by using the quantum noise, two 
truly random signals are obtained. 

In order to know if the measured noise is really of a 
quantum nature (which is truly random), we must first 
determine if the implemented scheme is operating within 
the standard quantum limit (SQL, Standard Quantum 
Limit). One way of being sure of this is checking that the 
variance of the error signal holds a linear relation with the 
optical power of the laser; additionally it should be above 
the other noises. If the system is not working in the SQL, 
the BHDs measure other noises that are not necessarily of 
a random nature [5]. Fig. 2 shows the measures of the 
electronics and quantum noises in a time domain, where is 
possible determinate if the variance of the quantum noise 
is greater than the electronic noise. Fig. 3 shows the 
different variances of the quantum noise for different 
optical power. 

These signals are amplified (in our case, each BHD has a 
maximum gain of 30,000 V / V), and with this gain the noise 
values shown in Fig 3 and 4 were measured. 

 

 
Figure. 2 Measurements of the shot noise in a temporal domain on each 
BHD. 
Source: The authors. 

 
 

 
Figure. 3 Measurements of the BHD’s electronic and quantum noises. 
Source: The authors. 
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Figure 4. Measurements of the BHD’s electronic noise and the quantum 
noise. 
Source: The authors. 

 
 

2.2.  DSP subsystem 
 
A Digital Signal Processing (DSP) subsystem based on 

the use of a DE0 Nano FPGA is used in order to digitize the 
electrical signal by means of an analog-to-digital 8-bits 
converter (ADC). An algorithm for dynamic statistical 
analysis that determines the average value of the analog 
random signal (due to a slight and hard to avoid optical 
imbalance) was implemented in VHDL. By using this 
analysis the reference signal (the threshold decision) is 
determined and used in order to generate a true random 
binary sequence. Furthermore a flip-flop D block (in VHDL) 
is used in order to vary the bit rate of the final binary sequence 
from 1 to 10 Mbps. This bit rate is determined by the FPGA 
clock (up to 50 MHz in our case). The algorithm flowchart is 
shown in Fig. 5. First, the programs set all the inputs and 
outputs variables in the entity of the VHDL. Next, many 
architectures are used in the same program to perform 
different tasks such as: a) ADC input ports (this stage 
converts the analog data into digital data for the next digital 
signal processing), b) Digital data load in the memory, (here 
the converted data are loaded in the internal memory of the 
FPGA), c) Digital data average, (in order to obtain the 
average value of the digital data that corresponds to the DC 
component), d) Threshold comparator, (in order to generate 
the final random binary sequence), and e) Setting of the 
transmission rate, (in order to change the bit rate of the final 
random binary sequence). Roughly speaking, a VHDL 
program was designed for a frequency divider in order to 
obtain a different transmission rate for the final sequence. 

 
3.  Test and measurement of the performance  

 
As mentioned above for an adequate performance of our 

scheme, the measurement of the quantum noise is very 
important. One way to measure the quantum noise in such 
systems is through the variance of the photoelectric signal in 
the BHDs.  The BS2 and BS3 send classical noise onto both 
BHD detectors and, thus, the photocurrents are correlated to 
each other. For quantum noise the effect of the beam splitter 
is different, i.e. the two resulting photocurrents are not  

START
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DC COMPONENT

ANALOG 
INPUT AND 

DIGITAL 
OUTPUT 
PORTS

ADC INPUT 
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COMPONENT

END
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COMPARATOR

SET UP OF THE 
TRANSMISSION 

RATE UP TO 50 MHZ

 
Figure 5.  Flowchart of the algorithm implemented in FPGA. 
Source: The authors. 

 
 

correlated [11-13]. Fig. 3 presents the electronic noise 
measurements (white trace) and quantum noise (black trace) in 
the temporal domain in which is possible to distinguish the 
different variance values between them. However, because the 
setting of an adequate optical power is required, it will be 
necessary to change the optical power; the variance of the 
quantum noise also must also be modified. The probability 
function of the noises measured was shown in the Fig. 4. As 
can be seen in the figure, the variance (or standard deviation) 
of the quantum noise is greater than the variance of the 
electronic noise, which ensures that the experiment is working 
in the Standard Quantum Limit. In Fig. 2 we present the 
measurements for the quantum noise variance for different 
optical powers, and as expected, there is a linear dependence 
of the latter with the optical power. In this case, we used a laser 
with an average optical power of 5 mW. Thus, it was 
determined that the experiment was working at the standard 
quantum limit 18 dB above of the electronic noise. 
Measurements of quantum noise variance were performed by 
means of an oscilloscope with 50,000 samples at 4x109 
samples/sec. The above behavior may be modeled using the 
following function, ݕ ൌ ݔܽ  ܾ, where ݕ is the total noise in 
Volts (V), ݔ is the optical power of the local oscillator in watts 
(W), ܽ is a factor associated with the conversion factor of the 
photodetectors (in our case ܽ =0.66 V/mW), ܾ =0.8 mV is 
related to the electrical noise present in Volts.  Thus, for an 
optical power of the local oscillator of 5 mW the r.m.s voltage 
is 4.35 mV. It is important to mention that the r.m.s voltage in 
a Gaussian density function with zero expected mean is equal 
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to its variance. Therefore, an optical power of 5 mW in the 
local oscillator corresponds to a variance of 4.35 mV.  

Regarding the performance of the system, there are 
fundamentally two parameters: the probability bias (ܾ) and 
the auto-correlation of the binary sequences generated. 
Sometimes, due to imperfections in measurement and 
hardware, the bits generated by an RNG system will contain 
a non-zero value of auto-correlation and probability bias, 
which may be minimized using the Von Neumann method 
[14]. Thus, the probability bias (ܾ) is defined as ܾ ൌ
ሺ1ሻ െ  ሺ0ሻ represent the probability ሺ1ሻ and ሺ0ሻ where
of the binary values, 1 and 0, respectively, after having stored 
a large amount of bits.  The best value would be bp=0 which 
means that the binary values are equiprobable; however, we 
must be sure that the value of autocorrelation is close to zero 
to ensure randomness [8]. The results obtained with our 
scheme show a value of ܾ0.0002=. The Fig 6 shows the 
performance of ܾ in a considerable observation time. As 
mentioned above, this value may be improved using the von 
Neumann method; however, in this case we considered that 
because we have obtained a very low value, an improvement 
was not required. Regarding the measurement of the discrete-
time autocorrelation ݎଵଶሺ݆ሻ of the binary sequence, we used 
the equation (10) in which ݆ is the lag between the sequences 
 ଵଶሺ݆ሻ isݎ ܰ. Thus	ଶ that are analyzed with a lengthݔ ଵ andݔ
defined as: 

 
ଵଶሺ݆ሻݎ																																	

ൌ  ଶሺ݊ݔଵሺ݊ሻݔ  ݆ሻ																						ሺ10ሻ

ஶ

ୀିஶ

 

 
Then, the equation (10) is normalized and we obtain the 

equation: 
 
ଵଶሺ݆ሻߩ														

ൌ ଵଶሺ݆ሻݎ

ە
۔

1ۓ
ܰ
ඩݔଵ

ଶሺ݊ሻ

ேିଵ

ୀ

 ଶݔ
ଶሺ݊ሻ

ேିଵ

ୀ
ۙ
ۘ

ۗ
൘ 										ሺ11ሻ 

 
The overall system performance may be obtained through 

the probability bias and autocorrelation values. In order to do 
this we performed measurements of up to 10 Mbps with  

 

 
Figure 6. Probability bias measurement for j = 100 and different bit rates (1-
10Mbps). 
Source: The authors 
 

 
Figure 7. Correlation factor measurement for j = 100 at10 Mbps 
Source: The authors. 

 
 

different optical powers. By varying the optical power it is 
possible to show that the system of statistical analysis is capable 
of working adequately even if the variance of the quantum noise 
has variations. The Figs. 6 and 7 show that the values of 
probability bias and autocorrelation are 0.0002 and 0.0001 
respectively to measure ranges from 1 to 5 mW and from 1 to 10 
Mbps. 

 
3.  Conclusions 

 
This work presents a mathematical description, and the 

design and implementation of a True Random Numbers 
Generator based on a system that simultaneously measures both 
quadrature components of an optical field (the vacuum state) and 
also uses a dynamic statistical analysis. As mentioned above, 
some preliminary results of this hybrid technique in the context 
of quantum cryptography systems with continuous variables 
(CV-QKD) have previously been reported on [15]. However, in 
this paper we have presented more general and conclusive results 
in terms of the mathematical model and the development of a 
generator suitable to be used in different applications such as 
cryptographic systems (already mentioned), simulations, 
sweepstakes, etc., using the concepts of modern photonics [16]. 
In the system developed, the transmission rate of the final 
sequences may be independently configured for different 
simultaneous applications. In our experimental set-up we were 
able to get adequate values (to assure the randomness of the 
signals generated) of probability bias (0.0002) and 
autocorrelation (0.0001) for a bit rate of up to 10 Mbps. The bit 
rate obtained depends on the bandwidth of the BHDs and DSP 
subsystem used. Therefore, implementing a system with a higher 
rate is possible by means of changing such subsystems ( there are 
currently BHDs capable of operating on the order of the GHz as 
well as FPGAs and DSPs that have very high processing speeds). 
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