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ABSTRACT. This paper examines the organizational and structural factors that contribute to intelligence
failures, with particular emphasis on institutional coordination challenges. Recent events, including the
October 7 attacks in Israel and the 2022 Russian invasion of Ukraine, illustrate persistent vulnerabilities
in early warning systems and inter-agency collaboration. The analysis reveals that contemporary intelli-
gence failures stem not from information scarcity but from problems of signal-noise discrimination, insti-
tutional fragmentation, and the politicization of intelligence processes. The expanding scope of national
security, encompassing cybersecurity, economic stability, public health, and climate risks, demands
enhanced coordination across agencies, disciplines, and international partners. Drawing on founda-
tional intelligence studies and recent case analyses, the research demonstrates how open-source intel-
ligence integration, cognitive biases, and bureaucratic dysfunctions systematically undermine effective
threat anticipation and strategic warning capabilities.

Kevworps: cybersecurity; hybrid warfare; intelligence activities; intelligence failures; national security

RESUMEN. Este articulo examina los factores organizativos y estructurales que contribuyen a las fallas de
inteligencia, con especial énfasis en los desafios de coordinacion institucional. Eventos recientes, como
los atentados del 7 de octubre en Israel y la invasion rusa de Ucrania en 2022, ilustran vulnerabilidades
persistentes en los sistemas de alerta temprana y la colaboracién interinstitucional. El analisis revela que las
fallas de inteligencia contempordneas no se derivan de la escasez de informacién, sino de problemas de
discriminacion sefal-ruido, fragmentacion institucional y politizacién de los procesos de inteligencia. El
alcance cada vez mayor de la seguridad nacional, que abarca la ciberseguridad, la estabilidad econémica,
la salud publica y los riesgos climaticos, exige una mayor coordinacion entre agencias, disciplinas y socios
internacionales. Basandose en estudios fundamentales de inteligencia y andlisis de casos recientes, la
investigacion demuestra como la integracion de inteligencia de codigo abierto, los sesgos cognitivos y las
disfunciones burocraticas socavan sistematicamente la anticipacion efectiva de amenazas y las capaci-
dades de alerta estratégica.

PaLasras cLave: actividades de inteligencia; ciberseguridad; fallos de inteligencia; guerra hibrida; seguridad
nacional
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Introduction and Key Concepts

National security now emphasizes safeguarding populations and critical infrastructure
against increasingly interconnected challenges, from global pandemics to hybrid warfare
tactics (Mazurier & Paya-Santos, 2018). In democratic states, the focus has shifted toward
protecting individuals and their rights, recognizing vulnerabilities at the state and community
levels (Luque-Judrez et al., 2023). Recent threats, such as cyberattacks targeting essential
services or the impacts of economic crises, highlight how deeply national security is inter-
twined with global systems and individual well-being (Dobdk, 2021; Kaldor, 2007; Neri et
al., 2023).

The role of intelligence in safeguarding national security has undergone a profound
transformation, shaped by the complexity and interdependence of the modern world. Today,
intelligence is not only an organizational function but also a strategic tool for analysis,
forecasting, and risk mitigation. Its scope has widened considerably in recent decades, driven
by two key factors: the digital revolution, which has exponentially increased the volume and
speed of available information, and the compression of decision-making timeframes in crisis
and policy contexts.

As intelligence agencies are now expected to address multiple, concurrent threats—
ranging from terrorism and cyberattacks to disinformation and economic coercion—they
must strike a delicate balance between the speed and depth of analysis. This tension became
evident in the aftermath of the 9/11 attacks. In response, the United States implemented the
Intelligence Reform and Terrorism Prevention Act of 2004, which sought to correct systemic
coordination failures among agencies, enhance information sharing, and improve analytic
capabilities. While this example pertains specifically to the US, it illustrates a broader inter-
national trend: the growing recognition that intelligence services must evolve structurally and
cognitively to keep pace with the speed and complexity of current global risks.

However, a persistent challenge remains: obtaining the correct information at the right
time and interpreting it correctly. As Roberta Wohlstetter observed in her analysis of Pearl
Harbor, intelligence failures often result not from a lack of data but from the inability to
distinguish signal from noise, that is, to filter and prioritize relevant indicators within an
abundance of low-quality or distracting inputs (Wohlstetter, 1962).

This dilemma is magnified in the digital age. Intelligence now increasingly depends
on open-source intelligence (OSINT), a trend supported by the rising allocation of resources
and training within Western intelligence communities to exploit open data. According to
NATO and EU intelligence reports, up to 80-90% of actionable intelligence originates from
open sources, including news media, social networks, satellite imagery, and commercial
databases (NATO Strategic Communications Centre of Excellence, 2023). While this
abundance offers new opportunities, it also introduces analytical overload, making it harder
to isolate meaningful patterns, trends, and causal relationships.
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Thus, the core of modern intelligence work lies not merely in information collection
but in the processing, synthesis, and contextual interpretation of data to produce timely,
actionable, and relevant insights for decision-makers. This expands the traditional boundaries
of intelligence, which still include espionage and counterintelligence operations, but now
also encompass complex domains such as economic influence, geopolitical risk, and techno-
logical competition (Payd-Santos & Luque-Judrez, 2021; Paya-Santos, 2023). Intelligence must
adapt its methods accordingly, moving from secrecy-centric paradigms to knowledge-centric
ecosystems, if it is to remain effective in anticipating and shaping strategic realities.

Through the analysis of specialized literature—such as the foundational works of
Sherman Kent (1949), Michael Warner (2002), and Jennifer Sims (1995), intelligence is
broadly understood as a set of systematic and coordinated processes by which information
is collected, analyzed, and disseminated to support the protection of national interests and
the anticipation of threats. Rather than equating intelligence with raw data or generic news
content, its core lies in transforming information into actionable knowledge through critical
interpretation, contextualization, and strategic relevance.

In this framework, the concept of “information” is not passive or neutral. It is structured,
evaluated, and prioritized to serve as a basis for situational understanding. Intelligence, then,
is meant to enhance the decision-maker’s capacity to discern emerging risks and potential
opportunities. This function distinguishes it from other forms of information, such as journal-
istic reporting, academic analysis, or bureaucratic reporting. Authors like Kent (1949) and
Lowenthal (2017) emphasize that intelligence must bridge the gap between information
abundance and policy relevance.

Nonetheless, it is important to recognize, especially in the context of open-source
dominance, that intelligence is not the only source of strategic information. In situations such
as global economic crises, public health emergencies, or climate-related risks, decision-
makers are increasingly supported by a constellation of expert systems: economic forecasting
agencies, scientific advisory panels, think tanks, intergovernmental bodies, and, signifi-
cantly, open-source intelligence platforms. Indeed, modern intelligence must coexist with
and complement these alternative sources, integrating open-source intelligence (OSINT)
with classified material to provide a holistic, comparative advantage in decision-making.

The role of intelligence is not to monopolize information, but to ensure coherence,
reliability, and strategic alignment in the flow of insights that reach the upper echelons of
decision-making. This process operates within what is commonly referred to as the “intelli-
gence cycle”—a dynamic sequence of planning, collection, processing, analysis, and dissem-
ination, subject to continuous feedback from both producers and consumers of intelligence.

As shown in Figure 1, this cycle is not linear but adaptive, shaped by external policy
priorities and internal reassessments of threats and vulnerabilities over time. Ultimately,
intelligence provides a structured perspective within the broader ecosystem of knowledge
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production, offering anticipatory, decision-oriented analysis that enhances the quality and
timing of strategic choices.

Requirements

/1\

Dissemination Collection

\ \ Feedback
Analysis and Qe Process and
Production Exploitation

Figurel. Intelligence cycle

Source: own elaboration

However, this cycle can sometimes fail to yield the desired outcomes, resulting in
genuine failures (Barnea, 2020). Disruptions in decision-making can arise from errors or
deficiencies by analysts or political leaders, as well as dysfunctional dynamics between intel-
ligence agencies and decision-makers. Despite extensive examination by researchers and
industry professionals, no universally accepted definition of intelligence failure remains in
the literature. Mark Lowenthal, a former CIA official, describes an intelligence failure as the
inability of agencies to deliver accurate and timely information or analysis regarding a matter
of national importance (Lowenthal, 1985).

Conversely, Abram Shulsky and Gary Schmitt characterize it as a fundamental misun-
derstanding of a situation that compels a government or its military to undertake actions
misaligned with its interests (Shulsky & Schmitt, 2002). By analyzing these definitions, three
primary views on intelligence failures emerge: the first posits that a failure is confirmed only
when intelligence agencies err; the second argues the opposite, suggesting that a failure
occurs solely when the decision-maker is at fault; the third perspective, which we believe is
the most comprehensive, acknowledges that a failure can stem either from the intelligence
services’ inability to produce necessary information for decision-makers or the decision-
makers failure to act correctly on the information they receive.
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Specifically, the issue lies not only in the fact that each intelligence service in question
was unable to predict these events, but also in their complete unexpectedness. This failure
hindered intelligence agencies from fulfilling their vital role: influencing the future to avert
serious outcomes based on available information. While hindsight might suggest that these
events were preventable, it is clear that intelligence systems had access to warning signs
beforehand. However, they either failed to act on them or ignored their warnings, leaving
decision-makers unprepared.

The primary advocate for the third perspective is Erik J. Dahl (2013), who challenges
the conventional view that intelligence failures occur when critical warnings are overlooked
amid noise. In contrast, Mark M. Lowenthal’s definition aligns more closely with the first
perspective. He discusses this in “The Burdensome Concept of Failure,” where he examines
the complexities of defining intelligence failure. For a comprehensive understanding of intel-
ligence failure, refer to Gustavo Diaz Matey’s “Methodological Approaches to the Concept
of Intelligence Failure” (2005), which offers an in-depth analysis. Additionally, Richard ).
Aldrich’s (2000) provides valuable insights into the historical context of intelligence failures.

Drawing insights from the latest literature on the issues affecting the relationship between
decision-makers and intelligence, along with empirical evidence from multiple case studies,
including the January 6 United States Capitol Attack, as well as the October 7 Hamas Attacks
on Israel, the following paragraph will briefly outline the key theories on intelligence failures.

Explanatory Frameworks for the Failure
of Intelligence Services

Since the publication of Roberta Wohlstetter’s seminal Pearl Harbor: Warning and Decision
(1962), the study of intelligence failures has become a crucial subfield within intelligence
studies. While her work laid the groundwork by examining how key warnings were lost
in the “noise” of abundant information, subsequent literature has expanded considerably,
particularly through the contributions of scholars like Betts, Jervis, and more recently, Diaz
Matey (2005), who has systematized key concepts such as capability, intention, and strategic
deception—not simply as abstract ideas, but as operational variables that affect the structure
and effectiveness of intelligence processes.

However, it is important to note that much of the canonical literature reflects a predom-
inantly U.S.-centric perspective, focusing on high-profile failures within American intelli-
gence history. This narrative, while valuable, can be enriched by incorporating non-Western
and comparative case studies that highlight how structural, cultural, and political factors
affect intelligence outcomes in other contexts. For example, Israel’s surprise in the 1973 Yom
Kippur War, India’s lack of anticipation of the Kargil conflict in 1999, or the Argentine miscal-
culations prior to the Falklands War all demonstrate the global nature of strategic surprise and
the diverse institutional responses to early warning breakdowns.
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During the Cold War, the primary concern was detecting imminent conventional
or nuclear attacks, which led to the institutionalization of early warning methodologies.
Among these, the Indications and Warning (I&W) model emerged as a structured analytical
framework for identifying precrisis anomalies and behavioral patterns of potential aggressors.
This model did not aim solely to forecast attacks, but to minimize decision-making delays,
enhance readiness, and reduce false negatives through a more formalized system of alerting
(Delgado-Moran et al., 2019a).

From the 1980s onward, the scope of “strategic surprise” has expanded well beyond
the military domain. Events such as the Iranian Revolution (1979) or the collapse of the Soviet
Union (1991) caught many intelligence services off guard—not necessarily because of a lack
of data, but because of institutional biases, cognitive rigidity, or politicized environments that
dulled analytic foresight. It is precisely in this period that comparative intelligence studies
begin to gain traction, analyzing structural weaknesses in intelligence organizations across
multiple national contexts.

After the attacks of September 11, 2001, academic and operational focus shifted toward
the analysis of failures in counterterrorism, with new emphasis placed on interagency coordi-
nation, information sharing, and the dangers of intelligence silos. These discussions have
catalyzed reforms in numerous countries and have fed a body of literature that critiques the
over-reliance on technical collection over human intelligence (HUMINT), the lack of cultural
expertise, and the operational limits of predictive analysis.

In reviewing this body of work, three broad explanations tend to dominate scholarly
and practitioner discussions of intelligence failure. First, organizational or structural flaws:
including bureaucratic inertia, poor interagency communication, and fragmented responsi-
bilities. Second, cognitive and psychological biases, such as mirror imaging, confirmation
bias, or groupthink, distort threat perception. Third, political interference or pressure: when
intelligence is shaped or filtered to align with the policy preferences of decision-makers.
Understanding these dimensions not only enriches the study of intelligence failure but also
reinforces the need for plural, comparative, and critical approaches that go beyond any
single national experience.

The Traditional View of Intelligence Failures

The first of these, defined as the “Traditional View”, referenced by authors such as Robert
Jervis, Roberta Wohlstetter, and Richard Betts, considers intelligence failures natural and,
to some extent, inevitable. From this viewpoint, intelligence failures occur either during
the analytical phase, typically due to cognitive limitations inherent to human nature and
therefore never entirely avoidable, or during the reception and absorption of information
by decision-makers, who may either be disinclined to accept the intelligence or fail to act
appropriately. Michael Handel writes that most failures occur because intelligence analysts
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or decision-makers refuse to adapt to “new information” (Betts, 1978; Handel, 1984; Heuer,
1999; Latham, 2012).

In addition to having solid intellectual references in the psycho-cognitive approach
within the field of International Relations (Cashman, 2013; Jervis, 1985), the line of argument
of the traditional school finds specific evidence in studies on the pathologies affecting the
relationship between intelligence analysts/officers and decision-makers, particularly in the
phenomena of neglect and excessive harmony.

Neglect occurs when decision-makers dismiss intelligence reports that contradict
their views, often exemplified by Stalin’s disregard for warnings before Operation
Barbarossa (Andrew, 2009). This behavior may stem from rejecting unsettling information,
aligning with the “theory of selective attention,” in which leaders interpret adversary
intentions based on preconceived notions rather than actual behavior. Organizational
dynamics within intelligence communities can exacerbate neglect, as a focus on redun-
dancy overshadows analytical synthesis, allowing decision-makers to seek information
that supports their beliefs.

This environment can stifle minority opinions and contribute to groupthink, where
dissenting views struggle to be heard. This is what may have happened in July 1990 when
Walter Lang, an analyst officer at the US Defense Intelligence Agency for the Middle East
and Southeast Asia, forwarded to his (skeptical) superiors a report suggesting that Iraqi
troop movements along the Kuwaiti border, combined with Saddam Hussein’s personality,
indicated a probable imminent invasion of Kuwaiti territory (Jordan et al., 2009).

Excessive harmony arises when intelligence officers’ perspectives align too closely with
those of decision-makers, leading to uncritical acceptance of ideas. This can create a self-re-
inforcing cycle, as illustrated by cases such as the Vietnam War, where mutual agreement
hindered critical analysis. On this, Morton Halperin (1971) writes:

As information is collected and passed up through the system, some are highlighted, and
many are discarded. Inferiors often provide information according to what they believe
their superiors want to hear. The result of this filtering process for decision-makers is often
a narrow set of options and a distorted view of the issue. For years, intelligence reports
on Vietnam presented a rosy view that victory was just around the corner, that with more
troops, firepower, and bombing, the communists would be defeated. The reality was just the
opposite. How did this intelligence distortion develop? President Johnson made it clear in
his statements and actions that this was the result he wanted. Thus, key officials at various
levels in the intelligence community filtered out any information that ran counter to the
administration’s preferred narrative. The Navy and the Air Force, in particular, exaggerated
the effectiveness of their respective bombing campaigns, hoping the president would favor
one branch over the other. However, the chief effect may have been to convince Johnson
that he could win the war through bombing (pp. 80-81).

In the case of the Vietham War, the US intelligence community supported Johnson
primarily because it had few doubts (at least for some years) about the main world power’s
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ability to win a conflict, however atypical, against much weaker actors (Gomez del Prado,
2010). For this reason, analyses contrary to this view remained a long minority and marginal,
rarely making it into the information flows intended for political leadership. Particularistic
interests, tied to various sectors of the American military-industrial complex, may have
certainly contributed to the escalation, even as it became clear that victory was far from
certain (a “psychologically unsettling” fact), but, from a predominantly psychological stand-
point, they did not represent the primary cause.

A similar dynamic of excessive harmony contributed to Israel’s surprise in the 1973
Arab-Israeli War. Israeli intelligence and leadership, over-reliant on a trusted source within
Egypt, adhered to a rigid assumption, the “Concept”, that Egypt would not attack without
sufficient air capabilities and Syria would only act in tandem. This unwavering adherence
blinded them to clear indications of an impending offensive, leaving Israel vulnerable to
the coordinated attack by Egypt and Syria. In Western contexts, excessive harmony also
influenced intelligence assessments about major geopolitical shifts, such as the collapse of
the Soviet Union. Few analysts or decision-makers anticipated this event, often dismissing
contrarian views as out of step with prevailing paradigms.

An example of excessive harmony closer in time occurred during the lead-up to the
2003 Iraq War. Intelligence agencies in the United States and the United Kingdom accepted
and amplified the political narrative that Iraq possessed weapons of mass destruction (WMDs).
Despite the lack of concrete evidence, reports increasingly aligned with this assumption,
driven by bureaucratic pressures and the influence of senior political figures. This conver-
gence of political will and intelligence assessments, described by some as deliberate manip-
ulation, underscores intelligence’s vulnerability to political interests.

Oliver Latham’s research provides a theoretical lens for understanding this pathology.
He suggests that, during the Cold War, mainly ideologically driven leadership and analysts’
reluctance to dissent due to career concerns contributed significantly to excessive harmony.
Deeply rooted in psychological and organizational factors, these behaviors were often
unconscious and difficult to eliminate (Bzostek, 2008).

Both neglect and excessive harmony, while damaging, are not always driven by
intentional political motives. Instead, they arise from psychological and organizational
dynamics that are inherently challenging to mitigate. Traditionalist scholars argue that
while intelligence performance can be improved through better training and awareness,
failures are ultimately unavoidable. For example, following 9/11, experts concluded that
while preventing all terrorist attacks is impossible, preparing for their aftermath may be
a more realistic and practical strategy (Betts, 2007; Handel, 1984; Heuer, 1999; Jervis,
2010; Marrin, 2004; Wohlstetter, 1962). This perspective reflects the traditional school’s
pragmatic, if somewhat pessimistic, stance, which largely downplays errors or limitations in
intelligence collection.
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The Reformist View of Intelligence Failures

The reformist school of thought on intelligence failures contrasts with the traditional
perspective by holding a more optimistic view about improving intelligence systems. While
traditionalists accept a certain error level as inevitable, reformists argue that failures stem
mainly from organizational weaknesses that can be addressed through specific structural
reforms. They emphasize that intelligence failures often result from insufficient agency
coordination and a lack of information sharing across departments - issues rooted in flawed
institutional frameworks.

In his 1985 study, Glenn Hastedt identified the rigid, hierarchical, and centralized
nature of bureaucratic organizations as a key limitation to effective communication, contrib-
uting to intelligence failures. According to this view, bureaucracies often hinder collabo-
ration, as agencies or individuals within them may prioritize institutional prestige or adopt
narrow perspectives, aligning with the principle of “where you stand depends on where you
sit” or Miles” Law (Hastedt, 2013; Martino & Merenda, 2021).

As early as 1967, in a famous organizational theory essay, Harold Wilensky argued that
if anything is clear from this book, it is that intelligence failures are built into complex organ-
izations (Allison & Zelikow, 1999; Hastedt, 1985; Wilensky, 1967). In the late 2000s, this
thesis was taken up by Amy Zegart regarding the events of 9/11, highlighting how bureaucratic
reorganizations have been the preferred solutions recommended by all governmental and
expert commissions established to examine the strategic failures of Washington’s Intelligence
Community. Indeed, the majority of the 340 proposed reform interventions between 1991
and 2001, from twelve study commissions, were organizational (Zegart, 2007). In contrast
to traditionalist authors who believe that American intelligence services have performed
well, the scholar evaluates their activities as severely deficient in several respects, essentially
because the entire intelligence system suffers from ineffective organization (Zegart, 2007).

Reformists also critique the systemic issue of politicization, where intelligence is inten-
tionally skewed to align with political objectives. Politicization undermines the integrity of
intelligence analysis, distorting decision-making processes. This pathology can take three
forms: direct manipulation, indirect manipulation, and intelligence-driven manipulation.
In direct manipulation, decision-makers exert explicit pressure on intelligence officials to
produce analyses that support their political agendas or appoint individuals to key positions
predisposed to align with their views (manipulation by appointment). Indirect manipulation
involves subtler signals, often coupled with implicit incentives or threats, that influence
agencies to align their outputs with leadership’s preferences.

As in direct manipulation, in indirect manipulation, the selective use of information
primarily results from the policymaker’s activity aimed at shaping the analytical approaches
and positions of intelligence agencies for purposes tied to policy preferences. If the policy-
maker tended to favor selective use of information without interfering in the analytical
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production of the agencies; for instance, only to obtain temporary support or address a
specific contingency, then this would be termed neglect. Intelligence-driven manipulation
occurs when agencies distort information to support or undermine political decisions.

A well-documented case of politicization is the Reagan administration’s handling of
intelligence on the Soviet Union. CIA analysts were pressured to overestimate Soviet military
expenditures, legitimizing massive US defense spending, including the Strategic Defense
Initiative. Despite these efforts, evidence later revealed that Moscow’s spending had declined.
Still endowed with a certain degree of structural autonomy from the executive, particularly
in democratic systems, intelligence services may be incentivized to manipulate information,
today more than in the past, due to the growing presence of private competitors (e.g., fearing
losing relevance to the executive compared to the latter, intelligence services might politicize
information to please decision-makers or, in the worst case, blackmail them).

This functional model is opposed in the literature by the “objectivity’ model, which
holds that intelligence agencies should strive as much as possible to remain impartial in their
activities and assessments, maintaining a bureaucratic detachment from political leadership
(even at the risk of becoming politically irrelevant themselves). This model, inspired by
Sherman Kent, a Yale academic and one of the first senior intelligence officials in the US,
remains a foundational element of the CIAs institutional culture, to the point that its analysts’
school is named after Kent (1949). It appears that the two models can blur or overlap in
reality, though one may clearly prevail at times.! Similarly, in the lead-up to the Iraq War in
2003, intelligence agencies in the United States and the United Kingdom faced pressure to
substantiate claims that Iraq possessed weapons of mass destruction (WMDs), which were
later proven false. This contributed to a war based on distorted intelligence assessments, with
long-lasting geopolitical consequences.

Politicization is especially prevalent in non-democratic regimes (Vanhanen, 2000),
where intelligence agencies operate with limited institutional oversight. In such contexts,
political leaders often exploit intelligence services to consolidate domestic power or legit-
imize external aggression, even when this leads to strategic miscalculations. This phenomenon
helps explain why authoritarian regimes may initiate asymmetric conflicts against stronger
adversaries, underestimating risks or overestimating their own capabilities (Liz-Rivas, 2023).
A notable example is Russia’s 2022 invasion of Ukraine, where politicized intelligence may
have contributed to critical misjudgments, not only in underestimating Ukrainian resistance,
but also in overlooking the scale and cohesion of Western support. These failures highlight
the dangers of intelligence shaped by political imperatives rather than grounded, objective
analysis.

This can occur not only in regimes where one or a few decision-makers can fully
impose a specific political will, however irrational, but also, if not mainly, in systems where

1 For an in-depth explanation of these aspects, see Betts (2007, pp. 76-77) and Nester (2001, p. 130).
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the executive is heavily influenced by small domestic groups (including actors belonging to
or linked with intelligence services) with economic or political interests in a state of war -
and where the political leadership owes its rise and maintenance in power to these groups,
e.g., consider Jack Snyder’s cartelized systems (1991). A well-known example of asymmetric
warfare is the Falkland-Malvinas conflict, in which Argentina, despite being weaker than the
United Kingdom, occupied the islands to divert attention from its domestic issues through a
bold foreign policy move, albeit underestimating the British response.?

Even in democratic systems, politicization is not uncommon. For example, during the
Reagan administration, CIA analysts complained about senior officials tailoring intelligence
to justify controversial policies or clandestine operations. A former CIA director, Robert Gates,
admitted that during the 1980s, intelligence on Soviet military capabilities and expenditures
was deliberately exaggerated to support President Reagan’s defense agenda (Gates, 1996).
This manipulation led to unnecessary increases in US defense spending, including vast
investments in the Strategic Defense Initiative, which contributed to a ballooning national
deficit without significantly impacting Soviet policies.

Unlike neglect and excessive harmony, which stem from psychological or relational
factors, politicization is driven by rational calculations on both sides. Politicization can be
explained by two main independent variables: public commitment to a political goal and
the emergence of a political entity (a critical constituency) capable of effectively opposing
the decision-maker’s policies (Martino, 2024). A political leader who has publicly declared
their intentions is exposed to significant damage in the event of failure. This risk is even
higher if commitment, especially on controversial issues, has given rise to strong opposition.
Under such conditions, the decision-maker may find it challenging to accept dissent from
intelligence services and may seek favorable analyses, potentially even making them public.

Conversely, intelligence agencies might be incentivized to support competing positions
and actors if such a choice better safeguards their preferences.’ Decision-makers seek to
secure their power and advance their agendas, sometimes by pressuring intelligence agencies
to align with their objectives. Conversely, intelligence agencies may seek to protect their
bureaucratic influence, even at the cost of undermining political leadership. These dynamics
are not unique to any one regime type and can create cycles of distrust and hostility. Once
revealed, politicization often leads to mutual alienation: intelligence officials may withdraw
from the decision-making process, while political leaders may limit their reliance on intelli-
gence services to avoid accusations of manipulation.

Addressing politicization requires structural and procedural remedies. Keeping sensitive
intelligence confidential can reduce the temptation to manipulate it for public or political

2 On asymmetric conflicts and their various causes, see Paul (1994).

3 For theories about the pathologies of the intelligence-decision-maker relationship, particularly politici-
zation, see Rovner (2011).
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purposes. Enhancing coordination and information-sharing mechanisms within intelligence
systems can also be a self-check against manipulation. In democratic contexts, robust parlia-
mentary oversight of intelligence agencies and their relationships with political leaders can
provide an additional layer of accountability. For instance, reforms in the US following the
9/11 Commission Report included creating the position of Director of National Intelligence
to improve inter-agency coordination and reduce the likelihood of manipulation (National
Commission on Terrorist Attacks Upon the United States, 2004). While not foolproof, such
measures help mitigate the risk of politicization and preserve the integrity of intelligence
operations.

The Contrarian View of Intelligence Failures

The third school of thought on intelligence failures diverges from traditionalist and reformist
perspectives, thus getting the name “contrarian”. While reformists emphasize organizational
shortcomings and traditionalists focus on cognitive limitations and decision-makers’ reception
of intelligence, contrarian scholars such as David Kahn and Ariel Levite shift the focus to the
collection phase of the intelligence cycle. Unlike traditionalists, they argue that intelligence
failures stem from informational deficiencies rather than analytical errors or bureaucratic
inefficiencies. According to this school, the absence of sufficient or relevant data during the
collection phase prevents intelligence agencies from generating timely warnings or alarms
(Kahn, 1991; Levite, 1987).

This view also stands apart from the previous schools in its theoretical and empirical
underpinnings. It lacks significant ties to established theoretical frameworks, making it appear
less comprehensive when closely examined. While the distinction between the collection
and analytical phases can serve as a valuable heuristic for describing the intelligence cycle,
it becomes less convincing when applied to explaining failures. This is because analytical
processes are inherently embedded in the collection phase, as certain analytical assumptions
or orientations often precondition the data-gathering process.

[t is not coincidental that within professional intelligence practice, the term collection is
frequently qualified as informative, highlighting its purpose as a foundational step in producing
an actionable intelligence product. In some contexts, however, informative collection is also
used—as perhaps more precisely a synonym for informative research —a term that encom-
passes not only the acquisition of raw data but also the early stages of processing and prelim-
inary analysis (Phythian, 2013).

Theoretically, the contrarian perspective offers originality but contributes limited value
beyond what the other two schools provide, as it fails to address the organizational bureau-
cratic factors underlying intelligence operations. In the digital age, attributing failures solely
to the absence of specific indicators, rather than to an inability to recognize, integrate, or
interpret them, poses theoretical and empirical risks. This perspective could suggest that one
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intelligence system’s failure stems from another’s success, or that the lack of clarity in identi-
fying the required indicators undermines the explanatory power of both.

[t may be the case, for example, where the intelligence services of one state, through a
successful deception activity, completely mislead the intelligence of another country. While
some failure of the latter cannot be denied, the outcome of the “contest” may be more attrib-
utable to the merits of the former than to the shortcomings of the latter. The international
literature on deception is quite extensive, and this concept now extends well beyond the
strategic-military domain (Bruce, 2010).

The contrarian school sets the stage for a related perspective known as the “theory
of preventive action”. Developed by Erik J. Dahl and inspired by Deborah Barger’s earlier
work, “Intelligence and Surprise Attack: Failure and Success from Pearl Harbor to 9/11 and
Beyond” (Dahl, 2013), this theory builds on the contrarian emphasis on collection while
focusing specifically on the absence of tactical-level warnings as a primary cause of intel-
ligence failures. Unlike strategic analysis, which offers broader assessments of long-term
trends, tactical intelligence is centered on immediate, actionable insights. According to this
theory, intelligence failures often stem from the lack of detailed tactical analysis rather than
from issues in strategic interpretation. As the discussion progresses, the distinction between
tactical and strategic intelligence analysis will be further elaborated, using specific case
studies to test the logic of the theory of preventive action. These examples will clarify how
emphasizing tactical intelligence could prevent inevitable failures while acknowledging the
risks of underweighting strategic considerations.

A New View: Preventive Action. Theoretical Framework
and Case Studies

Erik J. Dahl, a professor of National Security at the Naval Postgraduate School in Monterey,
introduces his theory of preventive action by critically examining the dominant schools of
thought in international intelligence literature. Dahl argues that traditional and reformist
schools have significant limitations, particularly their ability to translate theoretical insights
into practical applications for intelligence operations.

The traditional school, often sympathetic to intelligence practitioners, is rooted in the
belief that intelligence failures are “inevitable” due to human beings’ inherent cognitive
limitations. According to Dahl, this perspective is overly pessimistic and offers little oppor-
tunity for meaningful improvement. It assumes that even significant failures are unavoidable,
regardless of advancements or efforts within intelligence systems. Moreover, this school
focuses almost exclusively on the analytical phase of the intelligence cycle, neglecting the
potential for errors or shortcomings in the collection phase.

In contrast, the reformist school takes a more optimistic view. Reformists argue that
intelligence performance can be significantly improved through extensive bureaucratic
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restructuring, such as enhancing inter-agency coordination and ensuring better information
sharing. This approach, while reassuring the public, has its shortcomings. Dahl critiques the
reformist school for its implicit rigidity, as it attributes failures solely to organizational and
administrative issues. By narrowing its focus to structural solutions, this perspective disre-
gards other potential causes of failure that fall outside the bureaucratic domain.

Dahl’s critique of prevailing theories goes even deeper. According to the US professor,
three significant shortcomings can be identified in studies of intelligence failures. The first is
the lack of comparative analysis between failure and success cases. Studies typically focus
only on failures, that is, cases in which a surprise attack was successful, and intelligence
failed. There is no analysis of cases in which intelligence successfully prevented a surprise
attack. Erik Dahl (2013) writes.

In the terminology of the social sciences, these studies are guilty of selecting on the
dependent variable or choosing cases to study based on how those cases turned out. For this
reason, although existing studies may help us understand some of the many reasons why
intelligence can fail, they do little to tell us how it can succeed (p. 15).

One major limitation in analyzing intelligence operations stems from the difficulty of
accessing documentary evidence on successful cases. This challenge is understandable, as
intelligence agencies are strongly incentivized to keep their achievements confidential. Even
when they do share information about successes, they rarely disclose operational methods,
sources, or the details of their activities, making comprehensive analysis difficult.

A second limitation, frequently observed among reformist scholars, is the prevalence of
“Hindsight Bias,” also known as the “Monday-morning quarterbacking syndrome.” This bias
involves the tendency to reinterpret information available before an event but overlooked at
the time. When reviewed after the fact, such information is often perceived as indicative of
what was to come, even though it may not have appeared before the event.

The third limitation relates to the scope of existing studies on intelligence failures. Most
analyses focus heavily on military-related shortcomings, particularly those related to surprise
attacks during the Cold War. There remains a notable lack of research addressing non-mil-
itary intelligence failures or those from more recent periods, especially in the post-Cold
War context, leaving significant gaps in the broader understanding of intelligence short-
comings. In his research, Erik Dahl attempts to overcome these limitations by developing
the first research framework in specialist literature to enable a comparative analysis of both
successful and failed cases (Dahl, 2013).

Dahl’s theory of preventive action is tested across both types of cases (Dahl, 2013, p.
19) and over a period that extends beyond the Cold War into subsequent years. However, it is
essential to clarify that Dahl’s analysis concerns only surprise attacks, which, while a critical
category, constitute only a subset of the broader genus of intelligence failures. The same
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American professor invites the academic research community to test the theory of preventive
action on further case studies.

When is it appropriate to speak of an intelligence failure, and when of success? Dahl
adopts an approach that involves both actors in the process: the agencies and the decision-
maker. An “intelligence failure” occurs either when the agencies fail to provide the decision-
maker with the necessary intelligence or when the decision-maker errs by failing to act
appropriately based on the information received from the agencies. For intelligence to be
successful, both actors must act correctly: the agencies must provide the required information
and analyses, and the decision-maker must act appropriately based on these. Specifically, the
information provided to the decision-maker must be actionable (“actionable intelligence”),
a term lacking a precise definition even in the US intelligence system but generally referring
to intelligence that is “useful” to the decision-maker. Such information must be accurate and
timely to be actionable. It must be specific and linked to the immediate needs of decision-
makers. In other words, this intelligence must be tactical rather than strategic.

Moving on to the concepts of “tactical intelligence” and “strategic intelligence”,
according to Dahl, tactical intelligence is shorter-term, more narrowly focused (often on
specific events), and most likely to be used by junior-level officials engaged in planning or
directing individual operations. In contrast, strategic intelligence “tends to be longer-term,
broader in focus, and of interest to senior-level policymakers who make decisions concerning
the most important national and international issues” (Dahl, 2013, p.22).

Thus, tactical intelligence provides the decision-maker with more specific, detailed,
and short-term information than strategic intelligence (which instead covers medium- to
long-term timelines and develops complex overall scenarios without delving into the details
of specific and circumstantial events). Simplifying, while a strategic-level warning informs
the decision-maker that a particular actor has the intention and means to attack, a tactical
warning provides detailed information on the presumed location of the attack and the enemy
forces ready to engage.

If a strategic-level warning alerts national security leadership that a terrorist group intends
to attack the country, a tactical warning provides specific details about the ongoing plot.

In the US national security culture and in accordance with the prevailing approach
in the literature, strategic intelligence is considered valuable for preventing surprise attacks.
Only through strategic-level analyses and information can intelligence thwart terrorist attacks
or military assaults by hostile forces. This approach holds that tactical intelligence is inher-
ently insufficient and unsuitable for this role. On the other hand, good strategic intelligence
provides the decision-maker with a comprehensive overview of future threats; only with
strategic-level information can national decision-makers effectively protect the country.

The theory of preventive action takes a distinct approach to understanding and
preventing surprise attacks. According to Erik Dahl, two critical factors influence success
in thwarting such attacks: the specificity of the warning and the decision-maker’s recep-

ISSN 1900-6586 (print) ® 2500-7645 (online) 119



Luigi Martino & Claudio Paya-Santos

tiveness. For intelligence to be practical, it must generate specific, tactical-level warnings (the
first factor) and rely on decision-makers who are open to them (the second factor). Tactical
warnings, rather than strategic ones, capture decision-makers’ attention and prompt timely
action to counter imminent threats.

Dahl’s comparative analysis of successful and unsuccessful cases suggests that decision-
makers are more likely to act on tactical intelligence, which contains actionable specifics

"o

such as the “where,” “when,” and sometimes the “who,” whereas strategic warnings typically
lack them. While strategic warnings may accurately identify potential threats, their generality

often fails to create the urgency for decisive action.

Dahl wrote in his book “Intelligence and Surprise Attack: Failure and Success from
Pearl Harbor to 9/11 and Beyond” that, on the contrary, strategic intelligence does little to
prevent surprise attacks. In many cases, strategic warnings before attacks have been very
imaginative, and analysts have often been able to forecast threat scenarios that proved to be
highly prescient. However, these warnings have done little good because they did not give
specific information about who, what, where, or when that was needed to create the sense of
urgency that would have compelled decision makers to act and enable them to know what
action to take. Conversely, when a warning has been specific, and policymakers have been
receptive, attacks have been successfully prevented,” (Dahl, 2013, p. 176).

Simply put, strategic warnings often fail to “wake up” decision-makers, prompting
them to take politically challenging actions. Dahl, however, does not downplay the signifi-
cance of strategic intelligence. Drawing from earlier arguments by Jack Davis (2006), Dahl
asserts that practical strategic analysis is essential for laying the foundation for precise tactical
intelligence. Strategic intelligence is crucial for identifying medium- to long-term trends and
for ensuring adequate resources are allocated to developing tactical alerts.

However, only detailed tactical warnings can preventimminent threats. Even so, tactical
intelligence alone is insufficient. For intelligence to avert failures, decision-makers must trust
their intelligence sources and the presented threat. The combination of high-quality tactical
intelligence (specific, timely, and actionable) and a decision-maker’s trust in this information
determines the effectiveness of intelligence operations and reduces the likelihood of failure.

Dahl’s analysis further reveals that the relative importance of these factors - tactical
intelligence and decision-maker receptiveness - varies depending on the type of threat. In
the context of conventional military attacks, where a wealth of intelligence data is generally
available, decision-maker receptiveness is often the determining factor. Conversely, in cases
of terrorist threats, decision-makers in the United States and other countries tend to be more
attuned to and willing to act on warnings, making the availability of tactical intelligence the
most decisive factor in preventing an attack.

Two case studies help illustrate the theory of preventive action. The first is the
September 11, 2001, terrorist attacks carried out by Al Qaeda against the United States.
Various commissions have extensively investigated this event, and it has become one of
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the most analyzed examples of intelligence failure in history. Available evidence suggests
that the failure stemmed not from a lack of tactical information but from gaps in strategic
intelligence that did not adequately prepare decision-makers to anticipate or counter the
attack. This case underscores the importance of balancing strategic and tactical intelligence
to address complex threats effectively. Dahl (2013) writes in his book:

The first major official study of the 9/11 attacks—the Congressional Joint Inquiry (2002)—
concluded that although no specific intelligence predicted the exact time or method of
the attacks, important warning signs were mishandled by the intelligence community. The
report highlighted a lack of strategic analysis on al-Qaeda and an insufficient understanding
of the broader threat. Its findings anticipated those of the later 9/11 Commission, whose
widely accepted report emphasized that, despite numerous tactical warnings, there was
no integrated assessment of bin Laden’s overall strategy between 1998 and 2001 (p. 130).

The 9/11 Commission Report posits that the primary shortcoming in the US national
security apparatus was the absence of strategic-level analyses capable of conveying the
severity of the al-Qaeda threat to political and strategic leadership. This view has become
the prevailing interpretation of the intelligence failure leading to the September 11 attacks.
However, Erik Dahl challenges this interpretation. An examination of the intelligence circu-
lating within US national security circles reveals that considerable strategic information and
analyses were available.

From the mid-1990s to just days before the attacks, the American intelligence community
issued numerous warnings regarding the increasing threat of jihadist terrorism, notably from
al-Qaeda and its leader, Osama bin Laden. For instance, the August 6, 2001, President’s Daily
Brief titled “Bin Laden Determined to Strike in US”, prepared by CIA analysts at President
George W. Bush’s request, clearly outlined the ongoing threat, stating, “Clandestine, foreign
government and media reports indicate Bin Laden since 1997 has wanted to conduct terrorist
attacks in the US.” Such intelligence clearly highlighted the threat’s existence and origins.

Despite strategic warnings, Dahl questions why these did not lead to preventive action.
He argues that while awareness of the strategic threat was widespread, tactical-level details
were missing. The intelligence community failed to produce actionable intelligence on the
specifics of the planned attack, including when, where, and how it would occur. While the
strategic context was well understood, the lack of tactical warnings meant decision-makers
lacked the precise information needed to act decisively.

According to Dahl’s theory of preventive action, strategic intelligence alone is insuf-
ficient to prevent surprise attacks. Detailed, specific, and actionable tactical intelligence
creates the urgency to prompt preventive measures. However, Dahl also emphasizes that the
second factor in his theory, decision-maker receptivity, was equally deficient in the lead-up
to 9/11. Within both the Clinton and Bush administrations, only a small number of officials
fully grasped the seriousness and immediacy of the al-Qaeda threat. This dual failure - insuf-
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ficient tactical intelligence and a lack of decision-maker receptivity - contributed to one of
US history’s most significant intelligence failures.

Similarly, January 6, 2021, storming of the US Capitol highlights another significant
intelligence failure rooted in ignored warnings and analytical biases. According to the bipar-
tisan Senate report “Examining the U.S. Capitol Attack: A Review of the Security, Planning,
and Response Failures on January 6” (US Senate Committee on Homeland Security and
Governmental Affairs & Committee on Rules and Administration, 2021), both the FBI and
the Department of Homeland Security were aware of potential threats of violence, but these
were not adequately acted upon. The report describes the agencies’ failure as ignoring a
“massive amount of intelligence,” emphasizing a systemic underestimation of the severity
of the threat. Analysts were criticized for a “failure of imagination,” reminiscent of critiques
following 9/11, which prevented them from fully appreciating the scale and uniqueness of
the impending crisis.

Moreover, indicatively, the October 7, 2023, attack by Hamas on Israel, according to
a report published a year after the event by the Combating Terrorism Center at West Point,
highlights a critical intelligence failure rooted in the neglect of tactical intelligence in favor
of strategic analyses. Although Israeli intelligence agencies had accumulated extensive
strategic knowledge about Hamas'’s long-term objectives and overall capacity, they failed to
act on specific, actionable tactical warnings that signaled an imminent threat. Intelligence
reports had flagged suspicious activity, including unusual movements and communications
among Hamas operatives, which should have raised alarms about an impending offensive.
However, according to author Wyss, these indicators were downplayed or dismissed, as
decision-makers prioritized the broader strategic assessment that Hamas was unlikely to
launch a significant attack due to its perceived lack of preparedness and deterrence by Israeli
military strength (Wyss, 2024).

This overreliance on strategic intelligence, characterized by its long-term focus and
emphasis on broader trends, created a blind spot for tactical intelligence’s actionable,
time-sensitive insights. Tactical intelligence, by its nature, focuses on specific details such as

" ou

the “when,” “where,” and “how” of an attack, offering a granular level of detail necessary for
preventive measures. In the case of Hamas, such tactical warnings were overlooked due to a
systemic bias within the intelligence apparatus. This bias was reinforced by Israel’s reliance
on technological surveillance over human intelligence, a choice that limited the contextual
understanding of Hamas'’s operational intentions. Human intelligence could have provided
corroborating details about the scope and timing of the attack, but its underutilization left

Israeli decision-makers with incomplete situational awareness.

This failure reflects a broader issue identified by Erik Dahl’s preventive theory: the need
to integrate tactical intelligence into decision-making processes to complement strategic
insights. While strategic intelligence provides the overarching framework for understanding
threats, tactical intelligence ensures timely and actionable responses to immediate dangers.
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The October 7 attack demonstrates how an imbalance between these two levels of intelli-
gence can leave a nation vulnerable to surprise attacks. In this case, the overconfidence in
strategic deterrence and the dismissal of tactical alerts allowed Hamas to exploit operational
blind spots, resulting in one of the most devastating security breaches in Israeli history.

A notable and contrasting example of successful counterterrorism intelligence occurred
in June 1993, when US authorities successfully dismantled a coordinated plot by Islamic
extremists to launch multiple attacks in New York City. The group, linked to Sheikh Omar
Abdel Rahman—commonly known as the “Blind Sheikh”—had been planning to strike
symbolic infrastructure targets, including the United Nations headquarters, the Lincoln and
Holland Tunnels, and the George Washington Bridge (Dahl, 2013, pp. 110-127).

The operation’s success was the result of long-term intelligence gathering led by the FBI
in collaboration with the New York City Joint Terrorism Task Force (JTTF). Monitoring of the
group began as early as 1989 and intensified with the introduction of an Egyptian informant
in 1992, who infiltrated the conspirators’ inner circle. On June 23, 1993, US author-
ities launched a coordinated intervention, arresting the individuals involved and thereby
preventing a potentially devastating series of attacks on American soil. This case highlights
the value of human intelligence (HUMINT), inter-agency cooperation, and persistent surveil-
lance in pre-empting terrorist operations—elements that are often absent in intelligence
failure scenarios. It also serves as a counterpoint in the broader discourse on intelligence,
where most academic focuses tend to revolve around failures rather than successes.

An analysis of the intelligence leading to this success highlights the crucial role of
tactical information. Although strategic analyses underestimated the broader threat of inter-
national terrorism at the time - assessing it as “low” even after the February 1993 World
Trade Center bombing - the FBI and JTTF had access to specific and actionable intelligence
regarding the planned attacks. Detailed tactical warnings, including information on the “how,
where, and when” of the plot, enabled authorities to act in time. This case demonstrates how
high-quality tactical intelligence, even without robust strategic assessments, can be decisive
in preventing terrorist attacks. Erik Dahl (2013) writes:

This case is especially relevant because it validates the theory of preventive action. The “Day
of Terror” plot was not stopped by strategic intelligence or analysts connecting distant clues.
In fact, national assessments underestimated the terrorist threat even after the World Trade
Center bombing. What prevented the attack was timely, tactical intelligence from an FBI
informant. However, the case also shows that even accurate intelligence must be matched
with responsive decision-makers for it to result in effective action (p. 126).

To conclude, the theory of preventive action shifts the focus from the analytical phase
to the collection phase of the intelligence cycle, emphasizing the importance of tactical intel-
ligence over strategic intelligence. Unlike the contrarian theory, which attributes intelligence
failures to an objective lack of valuable data, the theory of preventive action identifies the
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root problem as the intelligence community’s failure to identify and collect the necessary
information. According to Dahl, intelligence services must prioritize strengthening their
tactical-level collection capabilities to generate actionable intelligence - detailed, specific
tactical warnings that receptive decision-makers can effectively utilize.

Dahl’s theory, supported by comparative analyses of success and failure cases, repre-
sents a significant innovation in intelligence study. After the catastrophic failure of US intelli-
gence during September 11, 2001, attacks, the dominant scholarly opinion has emphasized
the importance of strategic intelligence. While indispensable for robust intelligence opera-
tions, strategic intelligence alone cannot prevent surprise attacks, whether conventional or
unconventional.

A practical takeaway from Dahl’s theory is the recommendation to enhance tacti-
cal-level intelligence collection efforts to reduce the likelihood of such failures. The following
section will explore how improving tactical capabilities can and must coexist with adapta-
tions inspired by other theoretical perspectives examined in this paper. Indeed, the solutions
proposed by the traditional and reformist schools are not mutually exclusive and can be
integrated to reduce intelligence failures. For instance, restructuring intelligence systems can
incorporate strategies to improve organizational efficiency and personnel training, ensuring
a more holistic approach to enhancing intelligence performance.

Conclusions

In this paper, we outlined the main explanatory perspectives on intelligence failures, focusing
mainly on the theory of preventive action. By focusing on the analytical phase, the traditional
school highlights errors and pathological phenomena tied to the cognitive limits of human
nature and the psychological dynamics involving the relationship between analysts and
decision-makers. Conversely, the reformist school focuses primarily on poor performance
stemming from organizational dysfunctions, which are possible in intelligence systems as
well as in bureaucracies and complex organizations more generally. The contrarian theory,
however, attributes failures to shortcomings in the intelligence cycle’s collection phase, i.e.,
deficiencies in gathering material that the analytical phase of the same cycle should then
evaluate and process.

While the first two schools exhibit clear connections to more general and established
theoretical approaches widely used in various areas of Political Science, the third view
appears less convincing due to its theoretical indeterminacy and more significant empirical
challenges (Bar-Joseph, 1988). Consequently, concerning operational recommendations,
the first two schools of thought prove more fruitful. The first school partially addresses the
problem of intelligence failures by suggesting continuous technical training for practitioners.
In contrast, the second aims to reduce such failures almost entirely through the organiza-
tional analysis of intelligence systems (Sanz-Gonzalez et al., 2024).
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The intuition of the contrarian theory - namely, the possibility of failure rooted in
factors unrelated to analytical or organizational errors of intelligence - has, however, been
partially incorporated (and “rescued”) by the theory of preventive action. Unlike the first,
this theory attributes intelligence failures not to a problematic objective lack of valuable raw
data (a relatively lenient perspective towards analysts and decision-makers) but rather to a
shortage of tactical-level intelligence. As the case studies and the case studies examined
below demonstrate, an intelligence failure, understood as the inability to prevent a signif-
icant event threatening national security, may depend on a lack of tactical early warnings.

In other words, preventing a harmful event, such as a surprise attack, requires more
than just knowing its most likely cause (the actor and their motive); it involves understanding,
as precisely and in as much detail as possible, how, where, and when that cause will produce
its (most feared) effects. This is also because decision-makers, despite cognitive limitations
or organizational characteristics of the systems they operate in, tend to act (i.e., adopt defen-
sive-preventive measures) if the benefits outweigh the costs. If the threat is not specific and
imminent, taking serious measures to neutralize it may be technically challenging and polit-
ically risky - even in counterterrorism.

To safeguard national security from military, terrorist, or economic-financial attacks,
decision-makers may (and will) act preventively much more in response to tactical warnings
than to strategic ones, which are more general and vaguer. The 9/11 attacks provide a
textbook example: before the attacks, US intelligence knew that al-Qaeda posed a signif-
icant threat to America and the world. However, to prevent those attacks, it was not enough
for American decision-makers to understand what al-Qaeda was, nor was it sufficient to
be informed about its ideological, structural, and operational characteristics or the generic
presence of its supporters on US soil.

In the absence of specific indications about the timing, methods, locations, and
probable perpetrators of a potential attack, decision-makers failed to act - they did not take
the measures that could have averted the worst-case scenario (even though within American
intelligence there had been, albeit speculatively and generically, some warnings a few months
before the attacks about the possible use of commercial airplanes as weapons) (Delgado-
Moran et al., 2019b). The low receptivity of decision-makers (or their limited propensity to
act based on intelligence), within the theory of preventive action, should not be confused
with the pathology of negligence, which most often occurs because the decision-maker
tends to reject information that is “psychologically unsettling” or otherwise inconsistent
with their worldview (or, more rarely, because they place more trust in their own analytical
abilities than in those of the Services). In other words, the former appears to respond more
to a rational perspective than the latter. This does not absolve American decision-makers of
all responsibility, partly because the lack of tactical analysis may stem from their tendency
to request more strategic than tactical intelligence, even though they are more receptive to
the latter.
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This would be, in Erik Dahl’s own words, the paradox of strategic warning (Dahl, 2013,
p. 177), also because, not infrequently (and in various countries far more than in the USA),
the connection between medium- to long-term (or otherwise non-contingent) decision-
making and strategic warnings from intelligence would be relatively weak in absolute
terms. However, we should remember that, regarding the quantitative relationship between
demands for strategic intelligence and other types of intelligence, certain scholars hold
positions that differ from those expressed by Dahl; for example, the aforementioned Thomas
Fingar (Paya-Santos & Delgado-Moran, 2017). It is interesting to note how the analytical-pro-
fessional profiles of the two authors might partly reflect this divergence of views, with the
latter being highly specialized in strategic analysis, while the former also engages in tactical
analysis (having practiced as an intelligence officer in the US Navy, where he served for more
than twenty years).

As noted in the previous paragraph, intelligence did not fail when it provided and
forwarded specific tactical early warnings to decision-makers. This was true in cases of terrorist
actions comparable to 9/11 (except in outcomes) as well as in instances of conventional
military attacks (Dahl, 2013, pp. 1-86). In most situations where there was no significant
shortage of tactical analysis, intelligence performed well - or rather, the relationship between
intelligence and decision-makers produced favorable results. When decision-makers were
aware of the strategic picture and tactical information consistent with it, they were more
likely to adopt necessary measures to prevent significant threats to national security.

The theory of preventive action undoubtedly has some original features, including its
apparent ambition to explain intelligence failures and its performance more generally (at
the tactical level). The theory is formulated not only to be applicable (both empirically and
operationally) across various sectors of intelligence (to explain or prevent military or terrorist
attacks as well as economic-financial offensives. For example, let us hypothesize here that, to
prevent a speculative surprise attack (against currencies, markets, etc.), it would be necessary
to anticipate not only its potential perpetrators (actors + motive = strategic level) but also its
most probable methods/tools and timing (tactical level) but also, and especially, to require
testing both in cases of failure and success (even though the latter may pose more significant
empirical challenges due to the confidentiality of the activities/operations involved). For this
reason, it is also often argued that, in general, the Services” work is more likely to become
known externally in cases of failure than in cases of success.

Compared to previous literature on intelligence failures, this theory has the merit of
highlighting the importance of tactical intelligence as an independent variable. The main
operational implication of this perspective is that tactical analysis is undoubtedly a worth-
while investment to improve intelligence performance. More broadly, every information
system should strive for a constant balance between strategic-level and tactical-level intelli-
gence, using both synergistically and complementarily.

While underestimating strategic intelligence can mean failing to understand the
essence of various threat factors, with serious repercussions for the medium- to long-term
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measures needed to neutralize them thoroughly and definitively, neglecting tactical intelli-
gence can result in unexpected violent manifestations of threats, with all the ensuing damage.
Moreover, there can be no strategic analysis without tactical analysis and vice versa. Suppose
the former without the latter can be of limited use. In that case, the latter without the former
can be nonsensical - or, in other terms, blind (and, in turn, futile or misleading) - since in
intelligence analysis, the tactical level is guided by the strategic level (and not vice versa, at
least in general terms).

However, like other explanations of failures, the theory of preventive action is not
without external and internal criticisms. Externally, the theory may have a “limited” view
of intelligence failures: it is less equipped than others to explain strategic failures. Examples
include the USA failing to foresee their debacle in Vietham when they began the military
escalation (almost a decade earlier) and in the immediately following years, or (to a much
lesser extent) the collapse of the Eastern Bloc when, in the early 1980s, signals of its possible
implosion began to surface, hypothesized by Randall Collins in 1975 and 1998, or ltaly
entering the war alongside Germany in 1940. Many other examples could be drawn from
more contemporary events, ranging from the 2003 military intervention in Iraq to the
outbreak of the Arab revolutions in 2011, up to the current global economic-financial crisis.

This means that, compared to competing theories, its lower level of generality narrows its
empirical reference field regarding both “failures” and “successes” (though this is not neces-
sarily a disadvantage). Furthermore, even fully accepting the assumptions and conception of
failures proposed by the theory, one could argue that the empirical evidence supporting it is
(still) limited, quantitatively and qualitatively.

Apart from the partial validation provided in this paper, the theory of preventive action
has undergone an empirical examination over a perhaps satisfactory temporal framework,
but almost exclusively in relation to the US system, and, in truth, without a very systematic
comparison with other theories. Moreover, on the empirical level, the distinction between
strategic intelligence and tactical intelligence may not always be so clear, with the result
that researchers may be tempted to claim excessive discretion in assigning the respective
qualifications to the various warnings used on a historical-documentary basis to prove (or
disprove) the theory - bearing in mind that establishing causation between the presence of
tactical warnings and the decision-maker’s behavior should require both indirect verification
strategies (e.g., the method of covariations) and direct ones (e.g., process tracing). Finally,
difficulties may arise concerning the comparability of the cases used to test it, especially

as it inherently requires testing “in parallel” (i.e., on examples of both success and failure),
making it necessary to select cases with great care to balance pair homogeneity and sample

heterogeneity.

Similarly, intelligence failures (or successes) do not always depend on the absence (or
presence) of tactical intelligence. Having a reasonably sufficient amount of tactical warnings
is useless (if not counterproductive) if they are substantively incorrect, especially when they
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converge. For instance, if an actor (be it a regular army, an economic operator, or a cyber-
warrior) can deceive an opposing intelligence system through disinformation, causing the
system not to ignore or underestimate a potential threat but rather to anticipate an event that
will never occur - or one that unfolds differently than expected - then failure may still be
attributed to analytical error or organizational dysfunction.

Therefore, it is essential not only to consider all the theories reviewed in this paper as
plausible (albeit to varying degrees) but also to see them as mutually informing, at least to a
certain extent. For example, if the contrarian theory and the theory of preventive action can
be seen as partially “communicating”, the traditional and reformist schools do not entirely
disagree, as they both highlight the causal impact of standard variables - albeit according
to different priorities. To simplify greatly, we could say that the primary (or independent)
causal variables of the reformist school act as secondary (or, if you will, “intervening”) causal
variables in traditional theory (and vice versa).

Following this perspective, the remedies proposed by the various schools of thought
should be complementary rather than alternatives in reducing intelligence failures (Kerbel,
2014). For instance, the prescriptions of the reformist and traditionalist schools are not
antithetical, as the restructuring of an intelligence system can be based on guidelines aimed
at improving both its organization and staff training. Countries such as France, the USA, and
the UK, as evidenced by the number of publicly available, specific training materials on intel-
ligence analysis used within and outside institutional agencies, dedicate recurring sections to
cognitive biases and techniques to mitigate their impact, following the traditionalist school
of thought (Heuer, 1999).

As such, reflecting on potentially useful measures for a nation’s intelligence system,
and establishing integrative “anti-paradigmatic” cells within analytical divisions to foster
internal debate and creative thinking, would help mitigate the errors and “pathologies”
identified by the traditionalist school. From the reformist perspective, an inter-ministerial
security committee should be created. In line with the theory of preventive action, an intelli-
gence service should enhance tactical intelligence through stronger collaboration with other
countries’ security services, extensive local informant networks, long-term surveillance, and,
where appropriate and possible, direct infiltration (not at the expense of strategic intelligence
or corrective measures derived from other theories, with which such enhancement is essen-
tially conceptually compatible).
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